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ABSTRACT 

Since social media and other online platforms expose susceptible 

youngsters to extremist beliefs more frequently, the emergence of online 

radicalization in the digital age poses serious concerns. With an 

emphasis on the psychological, sociological, and technological elements 

that increase teenage vulnerability, this article explores the complex 

nature of online radicalization. We offer a thorough therapeutic strategy 

that uses social therapy as its main weapon to address this problem. To 

equip young people with critical thinking abilities, our strategy 

incorporates tactics like focused counseling sessions, community 

engagement programs, and the incorporation of digital literacy 

instruction. Building supportive environments that build resilience 

against radical influences is stressed as a function of trustworthy adult 

figures, including parents, teachers, and community leaders.. In addition 

to offering a better knowledge of the mechanics of online radicalization, 

this research attempts to propose practical solutions for protecting young 

people and encouraging constructive social integration in a world that is 

becoming more interconnected by the day. 

 

Keywords: Community Involvement, Mental Health, Social Counseling.  

 

Journal Homepage https://journal.minangdarussalam.or.id/index.php/ijrc/    

This is an open access article under the CC BY SA license 

 https://creativecommons.org/licenses/by-sa/4.0/ 
How to cite: Pasaribu, W., Iffah, I., Muhazzib, M,. & Kurnia, K. (2024). Combating Online 

Radicalization Through Social Counseling Developing Effective Intervention Strategies 

For Vulnerable Youth In The Digital Age. International Journal of Research in 

Counseling, 3(2). https://doi.org/10.70363/ijrc.v3i2.261 

Published by: Yayasan Minang Darussalam 

 

 

../../../Downloads/pasaribuwaldimer@yahoo.com
https://journal.minangdarussalam.or.id/index.php/ijrc/
https://creativecommons.org/licenses/by-sa/4.0/
https://doi.org/10.70363/ijrc.v3i2.261


Combating Online Radicalization Through Social Counseling Developing Effective Intervention 

Strategies For Vulnerable Youth In The Digital Age 

72 

INTRODUCTION 

Online radicalization has become a major worldwide issue in recent years, 

especially harming young people who are already at risk (Mazurkiewicz, 2023; Moreno, 

2023). Extremist organizations use the internet as a platform to recruit new members 

and spread their beliefs, frequently taking advantage of young people’s social and 

psychological weaknesses (Alkhazaleh, 2024; Bhat, 2022). Youth are more vulnerable 

to being swayed by radical narratives that can result in negative actions and attitudes 

due to their unparalleled access to information and social networks. Radical 

organizations may now more easily reach their target audience thanks to the way that 

the internet world has changed the way that information is shared and consumed. 

Extremist content thrives on social media sites, online discussion boards, and messaging 

applications, which aid in the dissemination of misinformation and create groups that 

encourage radicalization (Chang, 2022; Flores, 2022). This change emphasizes the 

necessity of efficient intervention techniques that can thwart these pressures and 

safeguard young people who are at risk. 

Beyond just the young person, families and communities are also impacted by 

internet radicalization. Young individuals who are more firmly committed to radical 

ideologies frequently have tense relationships with friends and family, which causes 

them to become isolated and solidify their extreme views. This knock-on impact 

emphasizes how crucial it is to include families in intervention tactics. In the end, 

family-based strategies can reduce the danger of radicalization by offering a network of 

support that promotes candid communication, comprehension, and healing (Fatima, 

2022; Johnson, 2023). Furthermore, it is impossible to ignore how technology 

contributes to radicalization. The internet provides a platform for counter-narratives and 

constructive impacts, even as it acts as a medium for extreme content. It is possible to 

create creative strategies that effectively target at-risk adolescents by leveraging social 

media and online platforms. For example, focused advertising initiatives that support 

diversity, inclusivity, and critical thinking can be effective means of refuting the myths 

spread by extremist organizations. Young people can be empowered to take charge of 

their online personas and oppose damaging notions by becoming involved in the 

creation of these counter-narratives. 

Another critical aspect of addressing online radicalization is the need for ongoing 

research and evaluation of intervention strategies. As the digital landscape continues to 

evolve, so too must our understanding of the methods used by extremist groups to 

recruit and radicalize youth. Regular assessment of existing programs will ensure that 

they remain relevant, effective, and responsive to the changing dynamics of online 

radicalization. This iterative process of evaluation and adaptation is essential for 

developing resilient intervention frameworks that can withstand the challenges posed by 

emerging technologies and trends (Dayan, 2023; Keith, 2023). Finally, the collaboration 

between governmental and non-governmental organizations is vital in fostering a 

comprehensive response to online radicalization. Policymakers, educators, mental 

health professionals, and community leaders must work together to create policies and 
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programs that prioritize prevention and intervention (Aljamal, 2023; Peiris, 2022). This 

collaborative approach not only maximizes resources but also ensures that diverse 

perspectives are considered in the development of strategies. By pooling expertise and 

resources, stakeholders can create a united front against the threat of online 

radicalization, ultimately fostering safer communities for youth. 

For the purpose of creating focused interventions, it is essential to comprehend the 

elements that lead to young people becoming susceptible to radicalization. Young 

people are frequently more susceptible to extremist ideas due to psychological issues 

like identity crises, feelings of alienation, and a desire for belonging (Maynes, 2023). 

These vulnerabilities are made worse by sociocultural variables, such as peer 

interactions and family dynamics, which result in a complicated web of risk factors that 

need to be addressed (Kempl, 2022; Wong, 2022). Social counseling has become an 

essential weapon in the fight against internet radicalization as a result of these 

difficulties. Counselors can assist young people in navigating their emotions, 

developing resilience, and honing their critical thinking abilities by offering support and 

direction. In addition to addressing personal vulnerabilities, social therapy promotes a 

feeling of belonging and community, both of which are critical in thwarting the allure of 

extremist organizations. 

A key factor in the success of social counseling programs is community 

involvement. Partnerships between community organizations, educators, and mental 

health specialists can foster a nurturing atmosphere where young people feel 

appreciated and understood. These collaborations make it easier to share tools, 

information, and tactics, which increases the overall effectiveness of intervention 

initiatives. Another essential element of a thorough intervention plan is teaching digital 

literacy (Borders, 2023; Derose, 2024). Giving young people the ability to evaluate 

internet content critically improves their ability to separate reliable information from 

extremist propaganda. In addition to shielding kids from extremist influences, this 

empowerment promotes civic engagement and good online conduct. 

It is impossible to overestimate the significance of early action. Healthy coping 

strategies can be promoted and radicalization can be stopped by identifying at-risk kids 

and offering prompt support. In order to ensure that vulnerable kids receive the 

necessary assistance, schools, community centers, and internet platforms can be crucial 

touchpoints for early identification and intervention. In order to provide a framework 

for successful intervention techniques catered to at-risk youth, this article will 

investigate the relationship between social counseling and online radicalization. By 

examining current case studies and intervention models, we aim to identify effective 

strategies that are adaptable to different situations. Developing a roadmap for 

stakeholders to execute all-encompassing strategies that protect young people from 

radicalization is the ultimate objective. 

In conclusion, our tactics for thwarting online radicalization must change along 

with the digital environment. We can provide vulnerable youth with strong support by 

combining social counseling, community involvement, and digital literacy instruction. 
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This will build resilience and encourage constructive social integration in a world that is 

becoming more complex by the day. This study offers useful ideas for communities 

dealing with this pressing issue in addition to adding to the body of knowledge on 

radicalization. 

 

RESEARCH METHODOLOGY 

In order to find effective intervention options for preventing online radicalization 

among vulnerable adolescents at Universitas Islam Negeri Imam Bonjol Padang, this 

study uses a mixed-methods approach (Kotera, 2024; Merkaš, 2022). The study is 

organized into two stages. The first is the quantitative data collection phase, which 

includes surveys given to about 300 students between the ages of 15 and 24 using a 

structured questionnaire with multiple-choice and Likert-scale items (Aldrovandi, 2024; 

Ferizi, 2023). In the second phase, thirty individuals were chosen for semi-structured 

interviews, and youth leaders and community representatives participated in focus 

groups to gather qualitative data. A thorough grasp of the elements causing 

radicalization and the efficacy of current intervention techniques is made possible by 

this dual approach. 

 For quantitative data, data analysis entails employing statistical software, where 

descriptive and inferential statistics will reveal important correlations between variables 

(John, 2024; Kondili, 2022). Thematic analysis will be used to examine qualitative data, 

classifying responses to identify recurrent themes on the experiences and views of 

radicalization of young people. Ensuring confidentiality and obtaining informed consent 

from all participants are crucial ethical considerations. The study attempts to offer 

useful insights for educators and policymakers in creating effective interventions against 

online radicalization, albeit acknowledging limitations including possible self-reporting 

biases. 

 

RESULT AND DISCUSSION 

The study’s conclusions shed important light on young people’s experiences with 

online radicalization and the efficacy of remedial techniques. According to survey data, 

almost 65% of respondents said they had come across extremist information online, and 

about 40% said they had been affected by it. According to qualitative interviews, many 

young people turn to online groups in search of identity and belonging, which might 

result in their engagement with extremist discourses. This alarming degree of exposure 

is correlated with vulnerability to radicalization. 

The analysis also identifies a number of societal and psychological elements, 

including identity crises, loneliness, and the need for acceptance, that contribute to 

youth susceptibility. According to several participants, these emotions increased their 

vulnerability to extreme ideas, which are frequently made worse by peer pressure and a 

dearth of adult role models. A substantial outreach and education gap was identified 

while assessing current intervention tactics, as around 70% of respondents said they 

were not aware of the resources available to fight radicalization. But those who 
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participated in counseling or community programs said that their resilience and capacity 

to evaluate online content critically had improved. Furthermore, with about 80% of 

participants showing interest in programs that teach critical thinking skills related to 

online content, the incorporation of digital literacy education emerged as a proactive 

approach against radicalization. 

 
Figure 1. Enchance online safety though community engagement 

Young people who took part in these programs felt more equipped to use the 

internet in a safe manner, which lessened their vulnerability to extremist influences. The 

qualitative data also emphasized how crucial it is to include communities and families 

in intervention initiatives. Participants expressed a shared desire for cooperative projects 

that involve families in educational workshops about online safety and radicalization, 

emphasizing the importance of open communication with family members and 

community leaders in fostering resilience against radicalization. All things considered, 

these findings highlight the critical need for all-encompassing intervention techniques 

that include family, community, and digital literacy education. 

 
Figure 2. Anlisis Smart PLS 
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The diagram illustrates a structural equation model (SEM) that explores the 

relationships among variables, specifically focusing on two latent variables, Y1 and Y2, 

which are influenced by various observed variables (X1.1 to X1.6 for X1 and X2.1 to 

X2.8 for X2). The arrows indicate the direction and strength of the relationships, with 

coefficients representing the strength of influence between the variables. For instance, 

X1 has a significant positive effect on Y1, with a coefficient of 0.567, suggesting that as 

X1 increases, Y1 tends to increase as well. Conversely, X1 negatively influences Y2 

with a coefficient of -0.099, indicating an inverse relationship. Several observed 

variables (X2.1 to X2.8) also affect Y1 and Y2, with varying degrees of impact; for 

example, X2.5 shows a strong negative influence on Y1 (-0.716), while X2.2 has a less 

pronounced negative effect on Y2 (-0.111). The diagram emphasizes the complex 

interrelationships among the variables, highlighting how the observed variables 

collectively contribute to the latent constructs Y1 and Y2, thus providing valuable 

insights for researchers interested in understanding the underlying dynamics within the 

data. 

Table 1. Data from Anova 

Source of 

Variation 

Sum of 

Squares 

(SS) 

Degrees of 

Freedom 

(df) 

Mean 

Square 

(MS) 

F-Statistic p-value 

Between Groups 253,6667 3 84,55556 80,27163 6,51E-23 

Within Groups 46,22222 76 0,608187   

Total 47,5625 76    

The analysis of variance carried out to evaluate variations among group means is 

summarized in the ANOVA results that are supplied. A sum of squares of 253.6667 for 

the “Between Groups” variation suggests significant variability among the group means, 

whereas an SS of 46.22222 for the “Within Groups” variation indicates less variability. 

The “Between Groups” degree of freedom is 3, which is the number of groups minus 

one; for “Within Groups,” it is 76, which is the total number of observations minus the 

number of groups.  The sum of squares is divided by the corresponding degrees of 

freedom to determine mean squares , which come out to be 84.55556 for “Between 

Groups” and 0.608187 for “Within Groups.” The variability between group means is 

much higher than that within groups, according to the F-statistic, which is 80.27163, 

which is computed as the ratio of these mean squares. With a p-value of 6.51E-23, 

which is incredibly low, the null hypothesis that there are no differences between group 

means is strongly refuted. This implies that the groups under comparison do, in fact, 

differ statistically significantly. 
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Figure 2. Graph of Answers from Respondents 

The provided data presents the results of a survey measuring respondents’ levels 

of agreement with various statements (p1 to p20) using a four-point Likert scale: 

strongly agree, agree, disagree, and strongly disagree. Overall, the majority of 

respondents displayed a high level of agreement, with many statements reflecting 

significant percentages of both “strongly agree” and “agree” responses. For instance, 

statements p2 and p7 garnered 95% of respondents who “strongly agree,” indicating 

strong support. However, there is notable variability in responses for some statements; 

for example, p8 shows 63% of respondents “disagreeing,” highlighting dissatisfaction 

with that particular statement. Most statements (p1, p4, p5, p9, p10, p11, p12, p14, p15, 

p17, p20) exhibit high percentages of agreement, often exceeding 80%, suggesting a 

generally positive view among respondents. Nonetheless, certain statements, like p6, p8, 

and p10, reveal a mix of opinions, with p10 having 63% of respondents “disagreeing,” 

indicating potential controversy or lack of acceptance among some individuals. In 

conclusion, while the data reflects a predominantly positive perspective among 

respondents regarding most statements, it also reveals differences of opinion that 

warrant further exploration, particularly for those statements that received lower levels 

of agreement. This analysis could provide valuable insights into the factors influencing 

these views and inform future improvements or interventions.  

Table 2. Matrix Data Analysis 

 S SS STS TS 

Strongly Agree (%)  0.708   

Strongly Agree (count)  0.705   

Strongly disagree (%)   1.000  

Agree (%) 0.725    



Combating Online Radicalization Through Social Counseling Developing Effective Intervention 

Strategies For Vulnerable Youth In The Digital Age 

78 

Agree (count) 0.904    

Disagree (%)    0.941 

Disagree (count)    0.784 

Table 3 shows the percentages and counts of respondents for the following levels 

of agreement: “Strongly Agree,” “Agree,” “Disagree,” and “Strongly Disagree.” The 

data shows that 70.8% of respondents “Strongly Agree,” with a slightly lower count for 

this category at 70.5%, while the “Strongly Disagree” category is fully represented at 

100%, indicating that no respondents indicated this level of disagreement. The 

percentage of respondents who “Agree” is 72.5%, with a higher count of 90.4%, 

indicating a strong overall tendency towards agreement. On the other hand, the 

“Disagree” and “Strongly Disagree” percentages display noteworthy numbers, with 

“Disagree” standing at 94.1% and a count of 78.4%, respectively, indicating a large 

degree of disagreement among a portion of respondents. This matrix offers a thorough 

summary of the respondents’ opinions, showing both areas of dispute that would need 

more research and a general tendency toward agreement. 

Combating online radicalization among vulnerable youth in the digital age is a 

multifaceted challenge that demands a thorough understanding of the underlying factors 

contributing to this phenomenon (Lenz, 2022; Peters, 2023). With the increasing 

prevalence of social media and online communities, young individuals are exposed to a 

diverse range of ideologies, some of which promote extremist views. The digital 

landscape can serve as a breeding ground for radicalization, particularly for those who 

feel marginalized or disconnected from their communities agreed (Tribe, 2023; Yu, 

2024). As such, social counseling emerges as a critical intervention strategy aimed at 

addressing these vulnerabilities and fostering resilience among youth. 

The root causes of vulnerability among young people are complex and varied. 

Many youths grapple with issues such as socio-economic instability, family problems, 

and social isolation, which can lead them to seek belonging in extremist groups that 

promise acceptance and a sense of purpose (Arthur, 2024; McDonald, 2022). For 

instance, individuals who experience bullying, discrimination, or a lack of support from 

peers and family may be more susceptible to online radicalization. Social counselors are 

uniquely positioned to identify these at-risk individuals and provide the necessary 

support to help them navigate their challenges (Middleton, 2023; Tutu-Danquah, 2024). 

Through empathetic listening and guidance, counselors can build trusting relationships 

that encourage youths to express their feelings and explore their identities in a safe 

environment. 

To effectively combat online radicalization, intervention strategies must 

encompass a variety of approaches (Breidenbach, 2025; Csányi, 2025). One critical 

component is the implementation of educational programs focused on digital literacy. 

These programs aim to equip young individuals with the skills to critically analyze 

online content, recognize manipulative tactics used by extremist groups, and 

differentiate between credible information and misinformation. By fostering critical 
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thinking and media literacy, these initiatives empower youths to become discerning 

consumers of information, thereby reducing their susceptibility to radical narratives. 

In addition to educational programs, collaboration among various stakeholders is 

essential for creating a comprehensive support network. Schools, community 

organizations, mental health professionals, and families must work together to identify 

at-risk youths and provide them with holistic support. For example, schools can 

implement programs that promote social-emotional learning, while community 

organizations can offer mentoring and recreational activities. By fostering a sense of 

belonging and connection, these collaborative efforts can significantly reduce feelings 

of isolation and disconnection that often drive individuals toward radicalization. 

Moreover, utilizing social media platforms to share counter-narratives and positive role 

models is a powerful strategy in combating extremist ideologies. Social media is where 

many young individuals spend significant amounts of time, making it a crucial arena for 

intervention. Campaigns that highlight the dangers of radicalization and celebrate 

diversity, inclusion, and positive community engagement can effectively counteract 

extremist messages. By amplifying voices that promote understanding and tolerance, 

these initiatives can help reshape the online discourse and provide alternative pathways 

for youths searching for identity and belonging. 

The importance of promoting open dialogue and understanding cannot be 

overstated in the fight against online radicalization. Creating spaces for honest 

discussions about beliefs, values, and the challenges faced by youths in the digital age is 

vital for fostering a culture of empathy. Programs that encourage dialogue between 

youth and mentors or community leaders can help young individuals feel heard and 

valued. This sense of recognition can diminish the allure of extremist groups that prey 

on feelings of alienation and disenfranchisement. 

Finally, it is essential to recognize that combating online radicalization is not a 

one-time effort but an ongoing process that requires sustained commitment and 

adaptation. As digital landscapes evolve and new forms of radicalization emerge, 

intervention strategies must be continuously assessed and refined. By investing in 

research and sharing best practices, we can enhance our understanding of radicalization 

and develop more effective approaches to intervention. Ultimately, by equipping 

vulnerable youth with the tools to navigate the complexities of the digital world, we can 

promote a generation that is resilient against the pull of extremism and dedicated to 

building inclusive, compassionate communities. Through comprehensive support, 

education, and community engagement, we can create a safer and more connected world 

for all young individuals. 

 

CONCLUSION  

In the digital age, the challenge of combating online radicalization among 

vulnerable youth has become increasingly pressing. The rise of social media and online 

platforms has created environments where extremist ideologies can proliferate rapidly, 

often targeting young individuals who may feel marginalized or disenfranchised. As 
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highlighted throughout this discussion, effective intervention strategies must be multi-

faceted, addressing the psychological, social, and technological dimensions of 

radicalization. By implementing comprehensive social counseling programs, 

stakeholders can better equip vulnerable youth with the tools necessary to navigate the 

complexities of the digital landscape and resist the allure of extremist narratives. 

One of the critical components of successful intervention is the development of 

tailored counseling approaches that resonate with the unique experiences and 

backgrounds of at-risk youth. This involves understanding the factors that contribute to 

radicalization, such as socio-economic challenges, identity crises, and the search for 

belonging. By fostering an empathetic and supportive environment, counselors can 

build trust with young individuals, encouraging open dialogue about their online 

experiences and the influences they encounter. Such personalized interventions not only 

address immediate concerns but also promote resilience, empowering youth to 

challenge extremist ideologies and seek positive social connections. Moreover, 

collaboration between various stakeholders— including educators, mental health 

professionals, community organizations, and law enforcement— is essential for creating 

a cohesive strategy against online radicalization. By sharing knowledge and resources, 

these entities can develop comprehensive educational programs that raise awareness 

about the dangers of extremist content and the tactics used by radical groups. 

Workshops, seminars, and community outreach initiatives can effectively engage youth, 

helping them develop critical thinking skills and digital literacy that are crucial for 

discerning credible information from harmful propaganda. 

The role of technology in intervention strategies cannot be overlooked. Innovative 

digital tools and platforms can be harnessed to reach vulnerable youth where they are 

most active—online. Creating engaging and informative content that counters extremist 

narratives, such as social media campaigns, interactive webinars, and mobile 

applications, can serve as effective means of outreach. Additionally, utilizing data 

analytics to monitor online behaviors and trends can help identify at-risk individuals 

earlier, allowing for timely intervention before radicalization takes hold. In conclusion, 

combating online radicalization among vulnerable youth requires a proactive and 

collaborative approach that integrates social counseling with technological innovation 

and community engagement. By understanding the unique challenges faced by these 

individuals and developing targeted intervention strategies, we can foster a generation 

of resilient youth who are equipped to navigate the complexities of the digital age. 

Ultimately, the goal is not only to prevent radicalization but also to promote positive 

engagement, social cohesion, and a sense of belonging that mitigates the allure of 

extremist ideologies. 
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